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Privacy Policy for Virta Charging Service 
 
This Privacy Policy provides information regarding how your personal data is collected, 
used, stored or otherwise processed by Virta Global (hereafter “Controller”, “we”, or “us”) 
in conjunction with the use of the Virta Charging Service and on your rights and points of 
contact.  

 
1. Reasons we process your personal data 
 
We use your personal data to provide you the charging service and to provide you the 
best means to communicate with us. The purpose for processing your personal data by 
the Controller is to manage and maintain customer services, develop, maintain, 
administer, and monitor client relationships, use for product development purposes, 
technical support, advertising, and marketing as further explained below in section 2.  
 
 
2. Legal basis, purposes of processing and categories of personal data 
 
When you register to our service and use it as a registered user 
To use the charging service powered by the Controller we encourage you to register to 
benefit from better service experience and pricing. When you register we collect your full 
name, your contact and delivery information (address, email, phone number) and payment 
details to create a charging account for you. These are required to identify you as a user 
of our service, to manage the customer relationship and to invoice you for the charging 
service.  
 
If you connect your home charger to the account, we link the location, name and identity 
of the charger to your account so that you can seamlessly use the service also at home.  
 
As you use the service, we store the charging history, including charging locations and 
times, to your account. This enables you to follow the use of the service and us to invoice 
you according to the use. 
 
You or the Controller can add auxiliary information to your account to enable and improve 
the use of the service (e.g., company name, billing reference, car-related information and 
identifier, RFID tag number).  
 
We conduct credit checks for business entities, and preauthorization holds from cards of 
private persons. When conducting credit checks we may collect data from third party 
sources, such as public sources.  
 
The personal data of a registered user is processed for the purposes of contractual 
fulfilment and our legitimate interest.  
 
When you use our charging service without registration (one-time payment) 
You can use the service without registering to our service. In this case we only process 
your payment information. Some countries’ legislation requires you to submit personal 
information for payments (name, address, email). 
 
You can choose to get a receipt to your email after each charging session. In this case we 
process your email address as part of the charging transaction. 
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Your personal data when using one-time payment is only processed to fulfill legal 
requirements and the service contract related to the charging service and its payment 
transactions. 
 
When you download and use our app 
In addition to the personal data related to using our service as a registered or non-
registered user, we process app-related data to fulfill the service contract and on the 
basis of our legitimate interest to improve your service experience. We read the device’s 
status and identity, view and access the available network connections, and prevent the 
phone from sleeping. We process your device’s location data for charger search, 
navigation and security issues. We ask for access to your camera or photos to enable you 
to scan QR codes related to our charging service. Your device (in relation to your account, 
if you are logged in as a registered user) is used to identify you when you make a support 
request with our app. 
 
To help us improve the quality and usability of our service you can choose to share 
anonymous app analytics and diagnostics data with us with the ‘analytics consent’ asked 
and managed by you in the app. 
 
When you use our web-based charging service interfaces  
You can use a web-based registration site to register to our service. When you do this, we 
process the information as stated previously about registration and registered use of our 
service. 
 
If you use our web-based charger map to find chargers and to charge without registration, 
we process information as stated previously about the one-time payment use. 
 
To provide support for you, we provide a web-based knowledge base and contact form 
so that you can easily find answers to common questions or submit a support request. 
When you use our support-section we use cookies to identify you as a unique user. When 
you submit a support request we ask your email address so that we are able to answer to 
you and connect the request to your charging account.  
 
When you visit our website 
Information about personal data and cookie policy concerning visits on Controller´s 
website, included in this Privacy Policy, can be found in https://www.virta.global/privacy-
policy.  
 
When we offer you the opportunity to provide a consent 
We may offer you the opportunity to provide consent for processing of your personal 
information or direct marketing beyond what is explained above. Any processing based 
on such consent will be in accordance with the consent you have provided and the basis 
of processing will be your consent. 
 
 
3.  Regular data disclosures and transfers of data outside the EU or EEA 
 
Personal Data can be transferred to the Controller´s partners and subcontractors for the 
purposes listed above in section 2. Controller currently works in cooperation with the 
following partners and subcontractors: Amazon Web Services, Vincit, Gofore, Devolon, 
Intunex, OP Group, NETS, Second Nature Security, Cardplus, Microsoft, Zendesk, Dynava, 
EVA Global, MailChimp, Hubject. 
  
We have concluded data processing agreements with each of the service providers that 
process personal data on our behalf and agreed on appropriate guarantees on 
safeguarding the protection of personal data with these service providers.  
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Controller may also use other service providers for the processing of personal data 
outside the European Union (the ”EU”) or the European Economic Area (the “EEA”). The 
transfer of personal data outside the EU or the EEA is always conducted on the basis of 
any of the following legal grounds: 
 

• the European Commission has decided that the recipient country concerned 
ensures an adequate level of data protection;  

• the Controller has implemented the appropriate safeguards for the transfer of 
personal data, using standard contractual clauses approved by the European 
Commission. The data subject then has the right to obtain a copy of these 
standard contractual clauses by contacting the Controller, as described in the 
section 7 “Contacts”; or 

• the data subject has given his/her explicit consent for the transfer of their personal 
data, or there is another legitimate basis for the transfer of personal data outside 
the EU or the EEA. 
 

We are currently utilising the following service providers outside the EU or the EEA: 
MailChimp (USA), Zendesk (USA). 
  
 
4. Retention of personal data 
 

Personal data is retained as long as the customer relationship is valid. After the 
termination of the customer relationship, personal data can be retained for a maximum of 
one year. Personal data may be stored longer for operation needs (such as back up 
purposes), or if permitted or required under applicable law (e.g. the Accounting Act), or if 
the contractual obligations of the Controller to a third party require longer retention 
periods. 
 
 
5. Your Rights 
 

You may exercise the following rights vis-à-vis the data controllers at any time free of 
charge:  
 

• Right to object: The data subject has the right to object to the processing of 
his/her personal data, and at any time, to object to the processing of his/her 
personal data for direct marketing purposes. The data subject may give Controller 
specific consents and bans with regards to direct marketing (for example, he/she 
may prohibit marketing e-mails, but allow marketing messages sent by a letter); 

• Right of access: The data subject has the right to obtain access to their personal 
data; 

• Right to rectification: The data subject has the right to demand rectification 
and/or supplementation of erroneous and/or insufficient personal data;  

• Right to erasure: The data subject has the right to demand the erasure of their 
personal data if the requirements specified in Article 17 GDPR have been met; 

• Right to data portability: The data subject has the right to obtain personal data 
electronically in a structured format in accordance with and subject to the 
limitations of Article 20 of the GDPR;  

• Right to restriction of processing: The data subject has the right to demand a 
restriction of the processing of their personal data if the requirements specified 
under Article 18 GDPR have been met; and 
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• Right to withdraw consent: The data subject has the right to withdraw his/her 
consent at any time. 

 
The data subject must submit a request for the implementation of the aforementioned 
rights, using the contact form: http://virta.global/driversupport . Controller may ask the 
data subject to specify the details of his/her request in writing and to confirm the data 
subject´s identity, before processing this request. Controller may refuse to execute the 
request on the basis of exception set forth in the applicable law. 
  
 
6. The right to file a complaint to the supervisory authority 
 

The data subject has the right to file a complaint with the relevant supervisory authority 
or with the supervisory authority of the EU Member State where the data subject´s place 
of residence or work is located, if the data subjects considers that Controller has not 
processed the personal data in accordance with applicable data protection legislation. 
  
 
7. Contacts 
 

Requests for the use of the data subject´s rights, questions concerning this Privacy 
Policy, and other inquiries should be sent to the Data Transfer Service using the contact 
form: http://virta.global/driversupport. 
  
 
8. Changes to this Privacy Policy 
 

This Privacy Policy can be updated from time to time, for example, following changes in 
legislation. The current Privacy Policy was last updated on May 27, 2021. We strive to use 
all reasonable means to inform the data subjects well in advance of any changes and their 
effects. 
 
 
9. Contact details of the Controller  
 

Name: Virta Global 
Address: Energiakuja 3 00180 Helsinki 
Business ID: 2588986-2 
 
  
10. Contact details of the Data Protection Officer 
 

Data Protection Officer: Jussi Ahtikari, CTO  
E-mail: privacy@virta.global 
 


